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WYNNY IN,1987-170WNN 01N 19 PN 1991-N7IWNN DI BXT2Y PIN 95 MYy >nun N1
YSIN NWIN TN TV NININRD NYWINN TVNN MINSD NNNX 7Y NA9N TN 7NN

YW IN,1998-NIWNN ,MZaNNI DY DIWIND TMIT VNV PINT 9 PYO MINNN TOW W8N : 0N Ns».0.5.1.4

.DMNDN DN MNPOY PINT 122 YD 2»NNNI 5 197,10y MN 1N

: DYNAN DYINUNN NN YNNN I 209 9NN 0MOMNN GON NN INDNY nNono .0.5.1.5
: 19901 YIN0NY DXNIDIA VNN OXPNINN DY NYOPNN.0.5.2
(1'N NADI) ; DINN IOV DT DY T NPOYN I MIRYIN TN 9272 Pnsn .0.5.2.1

(2N NADI) ; MY2NN DY DIWIN NPOYN 1272 Psn .0.5.2.2
(3'N NADI) (MP9H5 NINSN) Y1902 DWINN MAMNNN 272 N8N .0.5.2.3

(10'N NODI) MPNPN NN WY Dy mnsn .0.5.2.4
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.DY/YNINN D/IAXINN NIND INYON IYWNND IN YINT 7PN, 10YON MIVNN PP INA W8N .0.5.3.1

NN PY0IND MIND DY NYTIN JINON YT Y MNP NI DIV DINITY 17 DIVYXIAN TUN I8 10 YN Aa8mn .0.5.3.2
RalpRpakan |

PINKD TN NDTPY DNV 5 -2 1NN NYNLNI MNAD DXVPNMI 5-2 1D INYVN MIWNN PIAP NN WD .0.5.3.3
DXWNNYN 200 DY DXVPNN9T NPNY TN 1PONN .YNINT INNT MM DY 19502 MYNNIN NWINDY
. 200,000 1 AN DY 9PN, MNaY

ORIV DYDY MNIPY 5 MNaY 0w wxny .0.5.3.4
ISINN MY NN MY NIND MNP W wsnd (0.5.3.5
Android ,IOS nbyan no9yn DY DININN D1PWINI — H»2INY NHNMN NN .0.5.3.6

(M) a0 mnn 0.6

:TININ NPMINI NIN T ,25¥9T 1ININD VDN GONI D WINN TWND YNNI NVINI

MNINY TIVNT MYIIT 9 DY DPAMINN NDNL PVIADT BN DD DY DIV NN 1IN NV NV 2»NNN W8NN.0.6.1
DXMPY DOPADNN ,D3INNN DNNNN DINN DXPID DY Y912 MINIAN TIVN DY DINNI DOVIMNIIN MNIIN
NN NPIYPNN IN DT 1990 NY0ND TIVND

MNNY THDNA P2 ,05500N01 912 P ,371901 22DDND DN YNNI IT DY VWYY MINNDN IN NADIN MY H51235.0.6.2
DY97779 9N IN NNNL DA, NI VIMNN NNYT NPPYH ORNN ,THPRYT DTN DTV 7PNN,NINN TIT2 P
: TINAD
NN HYINYNN IR MNTO N0 .0.6.2.1
995 DMPYN N2 IVYI RI IDIND WNNN NYSD IR MR .0.6.2.2

2099917 921N, MINK NPNIN PAD VINN P2 NN 951.0.6.3
(I) vYaNIN Y399 o 0.7
norwn.0.7.1

: NIN PNIDN 9 DNINDN VIIN DI

IN NIV W ON ONNNA DYIN 1YY 521910 120 NMXIPY POy Yo v 1ava Ny o 59 1 (Information)
AMIX PINY NN APNON

MYSN POIND 17 12 7MNSY PYD INT 2772 SYIN NPON VNN NP NAIVN YINTH 22D G (General)
NPIAPOYN MNINN WITY ,NYITTI T2 YN 1 72T DY INDAY 11921 ,07NPX MNIN)
TPV YIN \ NV NN DMP 92D NN LYNIN PPTA NN NI DI

NPY 090 NN VIV YITIY PITH VRN NPT NONON NNVYN YNTH 9 S (Specific)
.G NP0V NYNINY 91952 WATHY 120 Y11 POINT 1% 7DD PYD INT 2772 .19 DN
.DXNNNN NP0 NADID 1DDINY W 37 YT ON
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PYON 19IN2 NON»NN NINN : IN2Y) .(Mandatory) NN Pyo D) X ,(Go/No-go) 9o 17 M (Mandatory)
NN YSNN NDIYN (DI9NN YYD 95 DY YN NIYN 1NN TIIND ;MY INNI TNNN DNV NI
INDDY 2IMIY NIVN N T PYO MYOIT DY NNY NNYNN 1Y 52PN - 1IN DRIP” NON
DNNNA YON ,NYOIT DPPY MAPNNN IN (DWNY NYIN NIRSNN) NYIIT OPP IN,S MDY NmTa
IN YT NIYN ADIN ,NYATY NNY MPRY NDIVN NIV TOIN .PYON DY 1IN INIYD
00 9Y DYSNN NN PHIPAT NNYY ,NT DN PYDI,MYNYN TN XY NN XD N2IVN

10owx1.0.7.2

NI - NP0 1Y INMIDNY 2357 I 12N 29592 NINNX PIN OX NON ,0221 12307 505 9pn ax 57 o .0.7.2.1
DY AND 29700 DN — NPD I PRY 2375 2)NNN NPON

PYON NIV MY NPNIND 29 OV ¥ DY MLNANN NPMINN DY qon .0.7.2.2
(M) nysnn HYIN 13 0INYINY mnarnnn 0.8
mansm orYIR.0.8.1

N9 DXMIPYN NPIONI N NYNN NWINA PR INYT 200 29D 1 PANNY YNNI DY - B39 NN nvno 0.8.1.1
TN 1IN TIYN MPAD SV IN 1DYVN DINTPY NN JY IX 19V PN IN SPDY DIXDIVIN TN DIWD 11907
TINY NYINDY NPTID NPHYY MPNNN YWIND WNNN DY NHPRNNA .NYINIIL IN T NYSNI DIANYIN SOV
952 MIVTY WINNN DY ,PAD 101 WHY (K NIDID GNNNN NDNI) 1NIYOLN I1NNNY DIVYNNN NNPNN DY
399070 NIV DIMIPYN NPION NNDN PTIIY DY INA DY DM TINMD WWN DY 10T 5521 ,A80 K52 ,7Ipn
.T253 TIWNN YT NNDN DY TINI DOP DRN NIRYA NINDN NVINNN

INYNNY 48 1T DTV DY NATYN D YNNI PV NYIN NVDYA POY! RINY W8N — 03poya oswy Ny .0.8.1.2
.1992-2wnN , 0217990 NN PINY .22 PYDI DNITIND PNNM NN

DN ,N5 X1 DTN DMIDN PIPY PIIVA YNNN OMIX ,IONNT NYNNL DIRYD DY V1P - 1wy mar 0.8.1.3
DYPADY Y91 HY NIPNI 1N TIVNN INIRYY DMDNN DXV NN NYDID NPRY MIYNN YINDN HY NUI)
55 NYLYN PNVIN KM INYNN NYHN TYIIL DIRVIN NDIWI GIN XD TWUN W81 JPY MDY DOWPANIN DINND

28O0 T N IYPNA MIYO

SV MIIVYPNN NON DXNYPY 1NN TNXY MIWN NYIAP DY WINN DY MIYPNN D3 — Mvn »vap oy mavpnn .0.8.1.4

NMIYY MIAN P KD TR MY /) OTTN 99 TIwNn DY Man Y5 NIN»N NN TaD2 MWYNN MNYIP DY YINNN

P2,M% DIDN NNDN PHRTNHY JNPY MY 5D 1NNN WINT . TIVNHN MIVHN MDD P TN T2y YoNnd

T 19912 DYONNN DININM MYITN 92 TINY HNNPYOVN MVHN PP 7Y ON P IT DY PRI PAIDN DN

DIPY 73 T8 NN /Y TN IO OOY POY KM IMN DID0 Y92 PHIND NN MY 2NNN YN .PNIDI DY

TNXY MWYN YIP OY MIVPNN .MIWNN 1927 OY WNNT MIYPNNN INRIIND PNRIND TN DMVIWN 0YIN2

WINIY MIYN P3P DY TMIVPNN D TN .2N2) YURIL PHTHN NN NNIYY 199070 RYIN DMWY VNI

P2 0YPY DMTIN DXON? NYN XY NIPN D) ,AN57) WRIN TIVNT NN NN 19907 XY DIMPYN
.DONMYPYN YINID TIVN 297D NI 19INT ININN 717 NOIN PO ITVNIN PAD MwNn Wap

39919 MYNN DINON-IN I2T2 PN PI0Y WNNN DY — 19903 mysh onon ox .0.8.1.5
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N2 NAPNDY ,MYSN NYIND PINKRD TN DXAPN P> DIVITIN DINDNM DINYIRN D3 - MINgNH 90 .0.8.1.6
IR MY

nYsnn 9mn.0.8.2
DY 180 TWNY NI MDY XYY ,NYNHN NN PNM NSO 1222399 ,1MVI9 Y DY NOPINT TDYN DIWNNN NYNN
VYT PNRIND 1P INWI, 0390070 DTV YT DY NONN NN 272 IPND NVINN NDAPN XY 1N NOPNY NN
NYIN NN 722 PO INYNN DX TIRND NOY INDY XD AWND T DY ¥APNY NADN NAPND MYNNN §PIN NIIND
39909 Y Taym

MIYPNNH NN .0.8.3

NAPHY PNY) OOTINN PAY DODNA MIAPD DNV Yav N2 1PN P> 1T 199101 Mvpnnn Tvn .0.8.3.1
(rmavpnnn

050NN YY 19PN NOINNY NN MDY PTYVIN INYT D9POw 19> [ TIvnd nny ,050nn nopn omna .0.8.3.2
PHRIIN DI 1951 ,970102 DNY 11 N2 NIAVNN INPNY TY NN ,NNNX DI DPMY TY DY MODN MNPND
(PNOIND NNPHN :PND) DIXPNN MO

DY DIDNN ONIN DI ,7PNIND NPN DI THNNA 38NN HYIDING NN DI0NN NOINRD Y Tvnn whin .0.8.3.3
.DYNIVLX DPP NN NINNNM VINAN NI NIR¥HN NN M2 ,052N0N

MOYN IR TIVNN OY OTPIN DINONT NPIDY PNITY YNID 71> 1112 D50NN NIINND NYIAN 1Y TN do1 .0.8.3.4
PODNVY INND HAPNNY TIVNN NVINND DRNNA,5% DY NOYN ROY NADIN TT0D NTNNNN DY DOINN NYINN
PPN NN 9L PN

NPOIN DY O 60 DY NNTPIN NYTIND WNND WTIND SNYI 7PN PHINN D N1 0D D0 MR NS oan .0.8.3.5
NN P0I2Y WAAD 2N 7P PHRTHDNY YD) NONY 12D Y10 AR 11T 1990 NIW) DIDNN 2 DY MY MIVPNnD
MYIIT IN/Y MIYIN IR MYV DI WNND PP KD D7D DIDNN NPOON DY NIPN D32 ; NNIND NPDINN NIY
INIM PTINNID ONNNA YNNG WY DXMPY N2Y DYYN TaH1 71K MIYPNNN 2101 DY TWpa DIV
,NTI2YN 152 DIZWN INRD 17179 D92 DY IMINNK IN/ VPN DIV .O0IDNM 11991 79 DY NNINN BIPYN
93192 NIVYPNNN DY TNAD TY WY NN, D3NN

(M) 298 Moty mbya 0.9

IN/Y 2ADN) YTNY MM DD YD DYTINN DY DIV .WINNN DY NON 1YDY MYYAN 910 1IN iy yan nPna 09,1
L1085 INMY PHRINN NYIIT 29D YNIAYW (791 AN 22D DY YNIDY qON 5179Y DI IN/A NNRNN IR NITY
9 HY NIWPNNN NIDNT XN DXADNIY DNIONM DMNMN — P RY TR MY ,00N2I0) DYT19) BTN
DT D9 NN N2 MYV A0 IR YNNI PRTIN DY IMDYIL P ,(DXININDY :191D) NN NIRNIND IN NIT 390
2WHY TND PIMTIN INYID DI MTHY IN 1YY IRYI XM KD NI 0N

,MINIAN TIVHD MOIWN INM,NINYIAN TIVHD MDY OINIIN PRIPN NMOT NIV I INDN Pao Yo 0N wnd  .0.9.2
Ny Y52 P DINLWNNT DY IMIYIN INNIND MINIY DWTNN DN ,NNON NIV — P73 RY TN MaD
YNYI NP XD NI DN MDT YD XNN NI MIYLN MDY IN/ YNNI, MINIAN TIVNI DY NndTYOam NXDNN MYYIa

DYDY TN PITIN INWYYD VY9 MVID IN PN
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NNDNIT HY 1DPY INK IDIN DY DMININD DI NN NIDNN IN MIYPNNN DPDA TIVNY N0ND 2PNNND YISNN
.DODNN VYA

SY PIMIINNND VINID THNN INYII SINDH TID N/ VIV TN/ DIIXP MDY DI 99 IN 9N NY ¥ PN YN0
TIVNN P99 NYAN DI 29N TIVNN NN ,ININNN DMP XY PODN 7D 9721 Y5 .17 131902 9N8NN 00NN 9
I8N PNIAYN DY 17 NINK MDT I IN DI NPIDT,0IV 191, NYOD NNINI IWIDY I DIINY NIDT 190
,TIVAN N2IND NOND MYIAN IPOINY PT TIY DNV 15W) DNXAN  NIRXIND YD1DD NN YN OHY 19
19 GWAN 19392 PRNNY YNND YOOI NINND IYIAN D NITIN YSND WD PHINNY ORINIY VITN PT PO
NMDT, D00 IN DX NPT NI9RN MIDND NN INIYN DY PINNY INSID> 20D NWY> PADN .NNNN NN I
NN PADN NN ,NIONN NATNN PADNN XN DI ; NON NN NI NPNY 1IN NINN MIDT DI WX 7IPNIP

NP ON93N NMONN N2Y DIVWY DIV ININ NOVY I TIVNN

(M) 195113 1511 9NRY DINYIN) MNAIHNN

TN
NINMA

0.9.3

094

(1822 Masy) NP masy .0.10.1

TN 5% TO DY NOVLIPT TPHPMOVIN TPNRPIA MY TIVND NOXNND WIT 195192 NNIT INYSND IWN wsnin .0.10.1.1

YPDY DI 1PV NYYA MPYNRIY MV NN DY NNYT MW IN,PHRTHN YT DY MY GWIN TUN NN
TTA9 DTN TPNN MAIYN 31992 PADN NPT HY TIVHN NYTIN NYIAP DPN DD 14 DINHD ININ XY ,ML1
NN, MIYPNNN NAPN I3 INKRD O 60 TY GPINA NPNIM DIDNTN NDPNN TYIN YITY 293 1978 DI PNNN
NNPN TYUNY MIAWN GPIN TAINND NN PADN 2ONNND , MIYPNNN NAPN TINIM Y35 .12 NADI 27897

.DY 60 NODINA NOINNIN

PO YN 555N 2WNN T DY DONMOY NPOVLNTN NINAIYN JPNY DRNNA,NIOVNT MY 1PN Mawn.0.10.1.2

APNS DONNNA TOVT MW NPANY Y9551 AWNN YT DY 1DNDIN TYNX ,MVI NN N PAD L7121 DY
NNNNDY NPIVLIPTN NN JPNY ONNN HNNM,7IPOVINT MY DTNV, 0NVD ONNND YN MWD
.14.1.1 701 /o0 T N2, 075N

DN NYSNN L1907 59 DY PADN MMIAYNNN YD DPP NN MVIANY NNV ,TIVNHN NVY XNN M2wn.0.10.1.3

TIVNNY 9955 D501 DMIXID IR MDIP NYLNY WP KDY 07NN MXINND ONNNA P71 MWD VN
.DNYONOY

mavpnn oavon .0.10.2

TYOR 1Y INIPN N MW, INYVI NN SWINN T HY DINN XINYI MIYPNN 05910 DX Pood Nonn Hy.0.10.2.1

PN DT PYD NXNNA YISNN NDHRY-IR INMIT 2T YN NP TNND DY 14-H NN XY DMV DY
INAY PINNY NODN NYTIN IR/ ININD NN TN XYY 7292 N DYV HYA WNNN NMIT UNNY NOW MDD PHIND
399010 MY VYND IR YNNI NPITHVIY

DIDN NMIVYPNNN .TI90N NIWI MIYPNNN NN ¥NHNRD YT NN INYSNIY WIS TIwNn nyHina PR vy1».0.10.2.2

WD DXMLY OPP IWPRY MW NRYNT ,OYTINN OYLN DOYNKN YT NN NN BY P NAPINY
MAYPRNNN YINID MDY TPNRN MYIITN D32 YNNI NNV NMPN
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2IY9 D IN N2 DY) IN TP WO, MNINND NDIYD D52 5>NNND D21 RO NN INYSNY W8N NX1a9n2amn .0.10.2.3
NINTN P W AUNR TY ONYOD 1IN PRIND DY INR DY DI MIND NPXY 7PMIAPYI NHIND NINN
DOWNNN DINIDN P> PHIND AR 121N TWR DIDID0N .PHINN SN DIINDIND DIIINN MY NIVIND

219902 1PV 28, DIYWNN INIM TITN NIANRDY ORNNA,TIDI MIYVIND NI

, NN T N2 YWIVY T PN N9 DO DY LWINND NN KXY NNNNNAY LT XD PRITHDN — P90 10N WwHY
ANWOD 73 TS INA WISNN 289D, NINK IN PODI MANINND ,NINDD

Moo mnarnnn .0.10.3

NNV 29D, MINRDI NITY M0 HNIPND DNPINND SWIOY T NN NPV WITND 2»NNNY NN Dy .0.10.3.1
STIVNN VIDIYAY DYOVITIVD G110 018N MNDND PNINSN YV INRDN NNHRRNN TNPHAY ) INN 7Y

NTNRY DYDY WY GO0 NDIVHD TONPN 11D 0¥ ININNI NDNN DTN MO NNYPNY 2NN NN 5y.0.10.3.2
THIY 29D NTIAYN NPIDINA

200 JPAN OPOY JPIAN DY 1PN, MYOIT : P KD TN 1) DIDNDND MINY NN MN»P MNIAN TIwna.0.10.3.3
LOPMM9Y DNVPN DXDNDNN DI NIY TIVHNN MNIAN WHNYND NONN PODN NPINNA ,(MP>T2 0ON

(M) mN925 19U MNaT 011

DNV PRI ,MINN DXPIN IN NMNYY NONY NYNN Y IR 1NN YR NYINN AR 92PY 29nnn wr Tavnn 0.11.1
2PN DX TIVNY PAIYNY NYSNN NN DYDY DY TIVNN ;719 DY IWPNND MIA»NNN DIVN NYPaAN DIV
DMINN

PO WNNI NI N 0NN AN P, MIAVNNN TIN MIOND PN NOPY 19N 2P sxwa Tawnn L0.11.2
19119501 N7 MDN,MINK NMIYI DY NYT NNN O8N OY MNTIP MMNIVPNN

NN, TNNND IN NI ,NYSNY MINAN DAPY YT WNND IN MOWONM MPrTAN ToNna NNSY sxw Tvnn L0.11.3
595 YDA LY NDDIN NPNRY NYNT ,TMIDIDIN NYNN DIDIY SNYI TIVNN .TIVNN DY »TYD2 NYT NPrv »ad
AIDIRY YT NODION NYSN 191,095 PI-INI IN AD-DIN 10N NPIDN NN, PXIN

NI DMPYNN DN DPON WIDTY ,WTN 19902 NIRSY IPON IN 110100 95 NN Y010 >N i Tavnn 0.11.4

PYN DY N7 DMPYIN,DIWNN 9901 P2 19907 NN XY, 025991 12 PN P9 ¥I1DI1D 00 DIWNNN 1310010

927NV 52191 1992 0917 1INIY INKD GN NN YTYOIN INYT D1PPW 95 - 80 91NIRN DI ,0010 IN DIWINNI N
.DOWNNY NHYN HIVIAN PH2 NYTIN .DOWINNN I 202 INYDD NN Y NN

™M1y , NNV N0 Y1 501N HDN INA TN IN RSN N NN INYSIY 8D oy mvpnnm nna 0.11.5
DYV DYI00N) NTIAYN NION NWIN-IN INA DINT NIMDN APINKD MY MDY APY — P N TN
NP ,MIVPNNN D0 19901 ININK ORIN 1IN YN NTNY ON IR/ NTIAYN NPINNY MIVPRNN WY
NNITY TN NN KOW NYSNA MINID , 02319090 DTV NOONNTY 919321 YTY0IN INYT NIPIHY 29 DY IRY PRINN
NIV DIXMPYN 1NND DOONL 1Y IWPNNDY MY PYITD NN YINNN INND VA WD DHIWNN TN
O WINPT GON 1T 3ION

14
= ONNNA YYD 1999 Y271 1920 NP

(TOIND NOMN NN MDD OYRIL YN DYOLN NNINND WINN NDINN)



(LMS) mno9an inna A7195 91199 N191910Y9 25 — 2023 221919 19919

109 79 15 Ty
1.1 A91on

PN TN XOD ,MINKIN NPDEPN,NMNIN MDDN YYD IN VPNIN 4PN NN DN¥NNY 7P OIRYI TIvnn .0.11.6
.DOYINNT NINNN NYTIN 0N NT NIPN N DI NXHDY NNTPIN NYIN NOY INVSNN

TIVN M PNANY WN DY WNNI KD IN 319NN XIWI MIYPNNN MPON 191X wHnnd Mot nnny Tavnd 0.11.7
L IVIND DNPNNY MIRTH PN .TII0N NIWI DMWY 110 TN IWIN DIVY OITNY IXPN DY THNDN NMINIIN
INYSN NYIN DY IO8DN .TPNNITN INA TPPON NI WRIIW IR 191 NN INND HVID 1990NY 19N

Y AWPNA MYV 53 Y WNIND MDY 7NN DY 137 12 1YITN AWK 11902 11TV D WITY 9D TUNND

990N INYT DIPOVW 9T TINAY INYA PRINN DT NNN NYAPY DINOTNND 193959 DY 03 YNINN MOND ndTa L0.11.8
NNOYY TINN YXIY DOOVPNION MK DY NYT MNIN DAPDY YINNN T DY DOIMNMDT DOVPNMIF WY DNIY NMIMPO
9901 DY VYIONNY YTYVIN INYT DIPIYD DRNNA SXYI PHRYIN .MDNRND TIP2 TNND 399100 500N MNMPOHN
D7) YN NNAY PNRINN ORYI L) 1D .11 NIYWIN TINHD MNIPY NN, YN Y 912Y2 71D OPYNR MNMPON
IN,INAY DOOPNID YR WNNNY 5D 1INY MINIIN TIVHD TINL )N ,Y80N DY NYT NN DapD N Sy o

YNNI I9MNNY DXOPNIN WY DNIY MMPON NNPYIA YNNI KD OX G ,INN SNOWNN TIWN YO

AUR 1NYLN MVYND PP IR/ WINND DY OTIPN NPDNI AVNNND PRINN ORYY XD ,MONN Np>Ta nwona .0.11.9
NP IMAIYPNNND PN 928

(M) yr81991 nysn

"995 man .0.12.1
NYINN N2IWN 9935 NYINA 2.1 PYD : NOIYTY T3 .07907 MIANY (1: 1) TARY TNN NN OXRIN 77 NYNNIN 120
2559 .(D¥YD-YNN NN 2D D) NI I2TN) INDN 19 2.2 23979 NYINN NIVN 997 2.2 PYD ;1VI19N 2.1 D7D
09912 YNPNRN 1IDDN DY NNY NYNNA PINK NI PYDN T NDVN PRI YT AN N2IWN PR YD IWUN

295991 POHNA 9NN NIPN MHI2NY DXNNA 4993 ¥AIPA IXIN 1NN NYNN
oMo Mman .0.12.2
20 910 ,S N G, [, M : 2990 )WDY OIRM (255701 193) 2959 D02 mvnn mam 1own.0.12.2.1

59121 NIXPA,TAOI MAIWN MNIN P TIN MIYH OPP XY IN 0P OX NNWN Pavd v G 0M)MoNn 0°21572.0.12.2.2
(29999 Ty 172 TY) HWAN

NNV T252) DM TIVNN IN MINX MOIIWNN DXPXNYN 9910 NVNN NIWN PO ¥ ,S DNIMUNN 0°1>592.0.12.2.3
NIRNNN NYITY NN N2IVN

¥ YP — MANN 2>I91 190N PO NIDIN TYNI NYNIN DA NI MIND ¥ NOIN NIWN YY MIpna.0.12.2.4
NADID NN MNDIN MWNINPN NN NNNRIP DY HPNY YNNI 91 DX LYAD NI DY DXNADIA WHNWYND 2IVN
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DYTY> THD Yy DXDIN DINYY DONMD DWITI DI 2N DY INIYN JTOINY DY DIWIN Pavd wsnn Yy - 3.9.2
NYITI NPOIVIPNN
(S) Mo 3.10
T 1212 INDY MIXND DOYNNIN PADN M2wan 95 v (Audit Log) n1ipran 19y nx v poxe panan - 3.10.1
17 N9 DWW PINON T VI WsnN Yy - 3.10.2
(S) API-yoopwnn 3.11
API mysnna 09y99n 19T NNo2 DINN) NI X1 Twn 1995 REST »ovian v AP pwnon 3.11.1
0N YV DY DXVNNA TN (push and pull) N2>wNMY NNTHTINI DNIM HY KIXM XA NN NowHn 3.11.2
;9 MONNN 5910 1T NPIONINIPNG PAD> PINON TD VIO Wann Yy 3.11.3
AP nnoaxy o -
XML, JSON mysnna 0mn) XM NIy - -
PNHON MOWN D MpYvHnnn - -

TPNPIVAND NOY TIWnN NN 2ab nwpm SWAGGER oy ooman nvnd pas APIY> 3.11.4
95 VNN YTN YN NN D) 1D NNV NIDIWNN DY PEINVIIND MYIN) NN INYNNA VIV wspn by 3.11.5
NN TIVND T DY Yapv

(S) DNV NN DYy 3.12
NNIYN XYY MYTN NINDI DY DINITY DXIDIND MININD IDTYY ,NINST NNVPLIIN NPN1a 3.12.1
SPNND NMINDD INOYN 1PIR DX T VI poon  3.12.2

(S) mma poynn 3.13

TIAY MVIYY DD ,0IPN ,7PNIITINND 5510, )NINN DIVID IWNYIY MN1AN ¥P0NN HY 1IN PION
DYDY NPT NPIIVSPND TP MPITA Y15, DT PIND NPYTIAD WHYNY MPYTan NMNIITIND NN IR Pavn
TOY D5 TIVNI INMAY Y90 NPDLPIIIND NPNYNL WNRNYND 1NNN PIDN

(Sympa 314
MPYTAN HY Y2090 I TN DD DY NRTPNN M N9 nvwaTy 3.14.1
.DNRYVR DYTIYDY V7210 SWIND Y POR TPNN IR MP 712952 oMy mprT1an 3.14.2
DoNY MprTanya 3.14.3
NN Y Y0 Twn vam 3.14.4

(S) yrnonvax  3.15
Y P92 MITHNN MYOITI TINYD 29N 1IWNNN RYNI DMPY 1NN poo vy 3.15.1
, DYXMPVN INNI POYIY INYLN M) YD NN PADN NN 121N NPNINM MINNNN DX MIAPY PTHNY pronnon  3.15.2
NN TIVN DY YN DY PN YTOI MOVPIN, MM D0 PHNO
39900 THOND DX9NINN DINIAPI DNDI 4 DN Nt e 3.15.3
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MNLIND MOIWI MO SN -
NYNIVYN NNVIAN YN -
YR IO LM -

MOWN NPRAM NN -
LDOMPYN MINIY 1NN NN N N PIvamNn 3.15.4
MIYPNNN DIV IN DPD DY NIPHA DI NOPIN TINYN YTHN NPTIO DY NPHYN D Nm oo 3.15.5
,MPHRNY MNOY NPT DY NPHY : [SO-27799 18/ ISO-27001- ypna DT y1H nnvax ovrn  3.15.6
TIVN NDIPN MINSINA,DIIIND SN2 MAYNMINNDT NPNIDIN YR MIIWN, YR MITIW) MDY
YT NNVAR YPINTY NPVIDN NN NNPNY NI NXRT DI .MINIIN
YR NNVIAN NPENNIT VM, TIVAN D730 T HY NYD NYH MNDIANHT NPMIN MNP, 0 nanTry  3.15.7
NN TIVNI
DY PINS DYWMDY YT NPD 8.2 YT NNVIAN DN 29 HY MY 7 NOIWNN DY NN NI X P> v 3.15.8
% 9NN NYPNINN 2
: DONIN MMIPYN Yy woTovwy  3.15.9
1981-NPWNN ,NPVIAT NN PIN 3.15.9.1
391N NYNYN ,01N) YDI01,0°NIWA NOYOT MOIVN NNIYVTI - YHN NYNTNOV NPNYN 3.15.9.2
NNVANX 91779 13.1-X Y0 NNVIAN HYNNIT ORNNA IITHP NNYPN 12559 NPT NPV
APNYn
MYIXITN DY DOIANY YN NONTNIV MOIWN NITY/MNO/YIT D52 YN NNVIAN NPV - MM 3.15.9.3
14.2-X 97191 MNVIIND MWD M 14.2.1-N Y70 NNVIN YN MNDINN NVIND MNAY
MDD NPINM NN, MM ¥PHNNA NNVIAN
NNVAN PN 7Y IR, MINIIN TIVH NN 7Y TPNXN YT NNVIAN NIIN 7Y PTIN WON> OB WA nPna .3.16.1
MINAN TIVN DY YN

995N NPYTIN
NNOVPVIIINY NPNVYN 3.15.94
YT NI2YN 0NN 3.15.9.5
YN NNVLIANX I 3.15.9.6

PTANNN PAPY NMYTN 9MY MNINN NN OWMY INNN 19502 NN

MINIAN TIVNAL YN NNVIN NYWIN 2NN MXINNN DIWND NNIN 91D
SRYTY TN D02 HY YRIAN YTIHRN NMNTNIV MIIWNI MPOYS 1153 NPdyn - mnwan .3.16.2
31921 DHPRNNA YN DY) MIRYIT YN DONONI0 MOIWNI MY NMDT DIVY/NNIPN/MPY 3.15.9.7
DYDY, NN NWND NNOXY PPN 12YNY TINXI,11NT) ,JHINT WHNWHN IR TNYN DIVLOY YOINT
(.NpoYN
YNNI DPYT,DMNOY NTNYD Y100 NN DI, 00WNNYNn DIV Y019 HY TPNNPN NP2 YT 3.15.9.8
VAT PITY
PTIO DY NPHY DNV HY 1NYLN DITAIYN DX DONNNY POON NPINKL — M N Yy Nnvwy marnnn .3.16.3
NPNINDY NPLIDN NNNY NNPNI PINT MYIITY NI 197 ,7252 19XIN THN MYNNNI N - SWIN ¥ nyayn .3.16.4
YNDX THN NN NYA YTHI/THN MIAXN 079,071V
SY DMV DX P2 DMIINN DN MPHNY MNOY NNVIND DPNTNOVL DY MYV PN vy nwy» .3.16.5

0NN PWNM) NXIND PIINAN (019939 PYWNRN) NIRD TINT MWD P2, NN
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,DY0NN DI¥AP ,DX090 ,MMT MY 17T IN PON 12NN YN 9 5y MNIIN TIWN 2995 NINK 1> paon .3.16.6
RN DY YT MDY DPYOIN OMINI 12D YN
,ANWIIT Y9 DY, NPNTIY PN DT 1IN 29 Y PIPIONNN YINI NN PIX YW IMN 95 NNLarY IR pavn .3.16.7
MINN NNVIAN PYNNN NN
VPN MIXAY MIAYPNNN TN TV IO NNDNI VIR IWINY YT IR )M YD NIRON NPTID2 NN 270 paon .3.16.8
NINYOWILY TN D35 IR YT IR PN DI DO KDY POYPYA P PV P,
1NN Y INNN? NF VPO WIXAY NIYPNNN NN XA IT DY DPOYINN YOV ToY DN Poon a»Nnn P> .3.16.9
=3OUNN,PYNIYN PIN 29 DY NAY INNN DT PYD 29D PRINNN MDD IR ID MITY PN PADN .NNTIO NPHYD
.1981-N7DWNN NV NN PN IY NP 1977
ONTIAY NNM0N PIN YPYW ND Y90 YN NT 1990 1232 PRIVIININND N0 PIYD KoY vindsw mwys )8w 1 N poavn.3.16.10
NN YN DY NYPYN MITIN YVDVLD YN, PN TPIN MTIN YN MID
TIP — POV 70N WNY .PRIND IRNN 297 ¥PRY IR ,NNDNRD ININN Y9 DX PHINS Pa0N PN MIvpnnn oo oy.3.16.11
NN TIVNRYD THY PNINN
5S¢ NTHRY 5919) MM 1IN IPNDITING 29 S MNIRD NVDIRHDN MIPAN DN 19 Yy MM y¥ad 1nnn poon.3.16.12
NVAIND TNN (MPYTI) DIPNL MITPON NNN SWIN
AT INTNY DX9NINN DINADIT MM IV 39D MIN>IIN TIVN YV ¥R NNVIN MYITI Tnyd 2»nnn poon.3.16.13
;122 MATY P33 92 2910 YR YY1 N PODN .Y 1990 NNHDN POX I IWN YTRN Y5 nNLary T pevn.3.16.14
ST N
M1, 7T TN OMPY NN TNXY IMNX MNIWNI IWNNT MIIWNY N IMYIIY IWNNN MIIWNS 1w wns paon.3.16.15
PTIO NPRYY MA1NNN DY DNN XOY 90N IN,AWNNT JOMNDT YT IN IDIN PIYY THOIN 1INY
D072 Y137 PADN .DON DMV NNLIND NYOLI MYYNNI MYXINN MNIAN TIVN H¥ 2IwNnn MIwnd No»o5n.3.16.16
L0PMN92 1NYLVN DITAYN DINYPN HID BN
1% 7792 MATHIND MYOITL TINYD 2N DIWNNN XYNL DMPY 1NN P90 .3.16.16.1
NN POYPY INYLN I DD NN PIDN NX 12PMNY NPNINNT MXNNN DX NAPDY PTHNY PIon non .3.16.16.2
NN TIVN DY VDN DY PNY YT MOLPNN, MNYIN D1 PN, ©IMPYN
39907 THONY DXFNNN DI¥IAPS DINAD) 4 DN Nt 77199.3.16.16.3

MNVIND MIIYN NN SN
NPHVYN NNVIX 5NN

YT NPO SN

MOWN NPRNM NN -
LDOMPYN MINIY 2NN MNIN D DY 192 INN.3.16.16.4
NINaN oMY Mmw7.3.16.17

19995
PY NIV N/ DI~ 172N DY PYA XA (on premise) TIVHN YWY DINIYN NN YOV PNINN
.SAAS ynas
TIVN NYA TINT MOIWH IX TIVHN PYI MDY DY P ISR /) T8 MDY DY PINN W pwnn
NN

$MOPVININ
NN TIVNA DY YN NNLANY NPNVN YR NNIMN NINN NNOLPVLIIIN DY
NIMAY DIWITIN DX227D1N DD NX JIVINY YT NPT HDID 0791 DIIDNN AN PIDY Pavn DY
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NNLIANY DXYITIN D2557HN Y3 NN IVINY NVNAN NNVPVLIIIND NYSN PODY PODN Y 175N DY MYNN NNoNa.3.16.18
: NVAIND NN MYIT.NINN
oYp Mmr.3.16.18.1

MOIWNI ON PHOYNN YNRNYND INPN ONX P, NOWNY DI VIP 95 DY M Ta ¥8ad paon vy -
NTYPHIY ,NOWND DIV YR 19N DY NP2 NYSIAN DXOYP NPYTI.MINK NPINN IN NP
YTRN MNOWY NPRN MNT NN IYNND TN 121NN NN NN XNTND

regular MyN¥NNI YIOWY HIAPNNY NNRY YN NOD DORNN YNNI YHNWOINN VIP NN -
DIVN) DYDY NIOYY KDY UNIND DN DIMN DY 9 DY PO I expression — white list
NV TYITP2 VINOYW YT DY NNR NIINND INNI DOVIP PXND NNV

Web maovw , 001 700 , TP DWnd — MISPIONRN MIAOWN NNN Y51 VP NMION Y8 Pavn -
29 Services

MIPON TN 0N NIYN TN D) WNIN MP TN -

DMNX DXVNIN YN IPRY VOP DD ,wnnvn VP MO0NI IMPHY VOP DIY MIPa YNId v -
Y NN MIYN WHNWUNN
19919 NOWHN YIDN2 WATIN LYPY DRNNA PN NPIXRIDN VYPN MIP2.3.16.18.2

219), NN 190N 0N DN, type — VIPN NOY MpP>T1a -
00PN TNR PVIOPN TIY PO1N TIY —VOPN OTNO MPPTa -
2191 NAYL 1901 ,07NYT NN, DYV, PIRD DD MIANY NPT -
.DMP DNININ 292 MNT NTIVN 1901 DY NPT NI MNI0 1PN NP T2 -
MO NPTV NPDOVPIOIN MAPNN NYIND VP MIPA YIS YW NPYNIDN VLIPN MIPIAY GON2 -
(NET.-2 Anti-XSS Ywnb5) mo)91500 NN NHURIND VYR MDIN NI D1 NTIVN
MNOD 1Y NOIWNY 1IaNY VOPY Mp>T1a ¥yxao v XML mysnxa SOAP mwn WS H newya -
VNN NYNIND PONR MV NTINN \ 1YY 955 WX MATHIN XSD
NN TIVA NPNIVN YR 1NN PINA DOVIPN PR -
TIVN NPNVN DY YTIND MR TMIMN NN INKD VPN TONNIVOP DY DY, NN IPY - -
NN
S MININ MTIPIY PADN INT NIIWND DIWNHNWN DY DI8IP NNOYNY YN 952.3.16.18.3
TIVN NPNYN NYINRD NN PNINS .NIIWND DINAP NROYN DIYNNN DOVNN PHNT Pavn vy -
JPMNINRD MADNN NN MDY ORNNA NINIAN
DYMIWIIND 1IN DOVNNI P 7D NIV PNPIIANI NTND PIDN DY ,MAYN NOWNI VIV MY -
.(white list DN NN 77ay)
TAND> DY , 082N YW headers -N 7O YY Y¥IT DONAPN YW LHXNON NIY PTHIND Pavn By -
.DONIAPN HY MNPON HY 1YY 1PN
1NY N9Y YNINN 1)25N NN VIPIN XDPN NPPIDY NINOT NNVPVLIIING YIIND PADN DY -
.DONAPN NIWNY IN YT PDIDIY NP HY
ORI TN .NOWNT MYYND 91D WHNVNY 900PNN NIPN DTN NYAN PHnY poon Yy -
JPNNIND NI29NN NN MDY DRNN MINOIAN TIVNI NPNYN
.MYYNY 91D WHNNWNY DINIPN 1900 NN NN POND paon by -
— 10 PYO2 MXMPN NPMNIN GO TINYY 1970X MINN NP MIIWNN DINIP NVDP IIONN -
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.DYPYNN PA YN YN
wnnwno v ona MMmpna NoBot '8 CAPTCHA 195 »WNIN wnnwmn Mo 1NN wnvs paon -

NOYNY NHY»Y VOPL PINY MIVAN
;098 Tv71p.3.16.18.4

mMopNn Y¥ DNYMN NN INIVHY WHANUNNT NNSNT NOIWHND VIS NPPY IRTY PIon Yy -
.Cross-Site scripting nnHNT NPDVPIYIN

P2 ,vnnuno omsn 09012 HTML TP £9»900)-XOON DPRY 0NN 990 NN ayny poon by -
LOPYLI INY INY TP 2D MV TITPN TINN .NDNIA NIIWNI IYIN DN P2 WHNWNNI IWIN DN
JOTYTN DY X1V XN

MINPAN NNV 2172 NDMP TYUN MM MDVPIVON NPNVNI YNNWND X\omn - -
:mMnNTN.3.16.18.5

NN VNNV DY MNTINN TONN NN TIVHDN INN DY TN PIRD PION DY -

YOO MINYIAN Y0P wHRnwnny a2 ,NoyNd NDMON DY MYNIN 20va wNInno Nt PYNn by -
NOYNN SARWNY

: DNN 190N YNIANND NI NIWNN DM WHRNYRN MNTIN - -

(M1 Token N) oon oV -

.One-Time-Password (OTP) -

TIVHRN ANY DY TN YAP»W 295 INK NN WX, Active Directory -1 y812 oowpnwnn 9Hn -

TPNPIVAND YNAT MINVINN D -

MINYIAN TIVND NYIN DY) DY DOIANN NOIWNN PYHNHNnd MNTn -

19817 THN 223 DY 112y MNTINN ONMIY NVLIND PODN DY -

NOIWNN MWD NIIWNN PN TONNI NNV NN DINWI session NN YD NVINY PoVN Yy -
.DOVUNNWYN \ DXOPIIND DY MYXIANIDN MNYN

12 28N 19 NIV TI session 3 WY P NPINTN DI PA NTI9N NHPMOP YD MYIANY Pabn vy -
N33 YITID MNTIN YXIW WNRNWN W DY9 session 2 WHnNWnD Y91 MNTIN ¥y¥1 X vnnwn
NYWN YNRNWNI TWINY »TI2 session 21N DY NINNDN NN NIIWNN ¥ NOPVIAND ¥ I (MY
N2y DIV MDD Y7110

19) N59¥H2 MNY http MYPA P2 WHNWN 28N NPHPY NIY PI session 123571 WHnwno poondy -
wnnwn May personalization Y12 TNNY

YN DY 98N YN0 ¥ WY NN, SESSION 2 vy y1n 9nw» KOO ndvans paon sy -

IWANNN N9 NNV NN DY YRN D MVIND YW session 2 YWY YN IIWI NIW asn Hd1 -
L (YTRN IR NNV TPSPIZANNN DD ) IWIND) THDID NPN TIT NIV PON W)

view client — side state managementa ¥1OWN IWIRN DTN NYINI NIWNNY NTNY paon by -
. session May DXNM NYaAP TN state, cookies ,hidden files

D92 MNTINN TONINA NYIAPN IWN ML P YIDYW IWYN TDPNPIYINIY RTYY poon by -
2N 1IN Session D -2 vy NyNan GUNY MNPIYIND

3P0 SESSION N5Y noqynd numn v ynno v -

159915 SESSION yminn man mymn ieaynno v -

,N29yN2 MO 0N YW winnwnn Yv Session-n N 0»D WK Idle Timeout yonn o»pd v -
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TIVNN NVYNND DNNNA YIAP> PIITH Y3

NOIWNI WIDOW YNND T N N Session-N NN 0»D> QWK Session Timeout 10N O»PH v
TIVNRN NVONNY DXNNA YIAPY PIITH JIT,NNITI DOVIPD MYNNINI

DYANN PXND ¥ .0MIDN NRNY 28N Session PIn NN NIPYY v DN DXANN PIANY PI0N DY
INAN TIVHD NPIVYND DN

NI2YN T HY N ,NIWN T8 Session-N 97N DD P DY Y¥ID Session-N Pinniy XNTNY paon by
1252 NN5N 19 MPON

-N N5 03 82N SSL Connection-n N72aw > Papny v> ,SSL-1 1 1910 session- NN3
. session

AL

2 YY DUIANN N’ MNTIN .NOWNN DY NN HOPYNND MNTINN TONN NN PINY Pavn DY
NDWNN DIN YNIANY 1NN TIWHN PY2 2170 1wD PIM noayn miysnna mnn Express Route
DN 7997 Y8AD 110 12W VINON D2 IININ PYNND WHRNWNT PYNN P2 10D NTION YNINN
IV, DMINI YDODI) NPNNN MDD NYI) ,NDIYNN HW DONY D227 ,09MY1N P NP NWP
MNTIN INKD P MINKD MWD MIIWNN P DOPWNNIY (1) DINIP MWD ,iPSPIVIN
DM PPN NN

YXIIN ION MNPNRD N9 DI .OXPYWNNM YTRN MMNPHNY DIVNNYNN DY NIPYW NY) TWIRNN N
.DB 2 SP >mw -noynn S 0%°2 MAow 371 Yy P TR

POPNNNIT DX WRNWNN DMK NN AN 001D — NSPY NSPHR MNTIN Y85 WIT TIWND
TPNYN TN N NIIWNY NNTINY WONWN TUND WITI 9770 ,NOIND STHPRYN 100 MYSNHNI
DY VIDN YNID WATI TUND .OINDNN PVID DY MW YSID WIT 1991 NP NIIYN DY MINWINN
(371 105999y TN 9901N) 7292 WHRNWNAN NN DR YN ¥ WNInwn 079

W/ hard coded "t y¥and XY ,NNY MPODHN NNDI NIMNDINT KDY PSPIYONI KD ,DIPN DIva
0721 Registry ,0083p) N ONIVOPYL NNXN MNTIN NN NPHY

.(Myorxav N MRWIN Jy3a) Least Privileges mxwan Hya mdnd nwondin wnnen

MANT NYATI YN YOI AITHIVY YT TONN 1DV PMAND PIDN DY

ORI DY NMAY AN DMINONL wunwd X1, AES 1135 1151 Nayn nuowa vnnwyd paon
MINIAN TIVA RPNV NYWINRD NI DIPININI YINdY

90 .MINXY CryptoAPI, OpenSSL, PGP : 15 nin»p 11980 N»y1992 vindwd marTy jndn
DN T DY DNV TIIRD NN 1N ONYY MPHRT TP NIDIN DI’NI MPADN N2 MIAXN
19IND MNNAN DY NWI NNAN N0 INTY 121 DINRIPN NI NMINNN DI X XTI PA0N
.NVIINRD

NNVYPNN ANV MANN YINOY Y NYIA 121 XIN TUND ¥II YN DY NIND YNID WIT) Paon
NY 10NN MANN Y IR MO TLS 1.2 y0

»pwnn.3.16.18.6

:1981.3.16.18.7

: MNwHN.3.16.18.8

Y DNV NN DY20ND 7T IV T DOWNNYHD MNYIN NINT D10 10N POND Poon Dy
.N29YNA DXPIN INR DIINDH DIVANYHI MNP / DOVNNYN

YXIIN MIRYIND NOON .MINT 19002 DOVNHNWNT DY NWNIN MIXYIN 1IN NN DT PIDN
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NN Y02 ININNDD ,DNYN DI INN DY THNON MNTINN PNINND ORNNI

99019 MNIT MNYIN DY NITHHIN VAN TUN DOWANYN MINIAP /O399 YW 1) IWON Papn -
.DOVYNNWYN Hv 19

wnnwnn pwnn.3.16.18.9

YN INYIN WHRNWNY PN DI DOVPIIINY DINYWP YWY NINDN Y82 POON

DN Y025 DY .3.16.18.10

P OMNMN DYDY YN YNIIAN INNYIY WHNWND 0N YO¥D10 1Y) ININNY OXNNA -
URNYNRN YT DY YPIANN MDIVAN VD NN TNSY MYITIN NPDNNIHN MRYIND DY WHNWN

Y NIRYINN N0 (NIYN T82) NNIND ,DMINN DY02 TINN YN IR WHNWNn DY N NI nya -
DIVAN NN YNID WNN WNRNWNN 2D RN NTH2 P NIWA YSHIAN NDIVAN NSPN WHNYN

views, stored procedures ,DMX220 D DOOP1IN DY DINMN DIV NMIRYIN VTHINY 11 ,qoN1 -
UP1A0N WRnWwnn 99199 oNNNA NNYT
DINN D02 DI MNTIN .3.16.18.11

D02 D10 HN MNTIN NYIT 7295 .web -N NIV PIAY DNMN ©X02 NIV P2 NTION Y8 Papn -
IRYANN NN NOPY TIN DMNIMN DIDIY NWIZ 1P 1N KOV NNPVINN ,DINTIN

TI9) TPND N0V DN DYDY NYNIN DY NTION YN pavn -
: MINAN NPNNRD SNYN THND PINAD NN NN PN PADn -
NN YNHNYN Y5 DNNI DDA VHPNYN -

TR ONM ODDIVHNYND -

NN TIYVND DY YR NNVINY NPNYN NYINI PINIT VIR -

.TIP2 DN D02 KN MNTINONMI MINPDID DY PN -

NOIYNN MW >501N .3.16.18.12
MMIN T YT DY .NIIWNN DY DIV DYDY NYI) NYI WHRNYN MIRYIN NPT NI VAN PaDn -
NYID TN DY NTNPH NRYIN NYITI YR DXYANN DYI0NI DINDNDN BII0N PTHND 1931 NIIYNN
N DONRN NVINT TNKD PMIXRYIND NN YD NIN DXIDND NWIY DD WHNWN TWRD .DMION
UP1NnN TN MOND wnnwno
IMNY YTHRN DX DNY 1O 1N ,NT PYDA VHNWNND PYNN DINNA ININND ONNNL )0 MD - -
SN DWNRNWN DY NPY DY AN NNN VAN 113 NN TIVND XD TONI MINIY WHnwnd
.Y DNY NPNY NININX KD OMIN NIWN MPON 7 DI TINY
MINNDY D117 MY TN .3.16.18.13

POV DRNDY MYTIN TYNN NOIWNN 1 10D, MY 1TV JUR MWD TN IWORN NOWwnn -
B RRiVak

PYNN TVINN 1D NI . TIWONN NN TY MMV IX DOWNDNWN DY MY O) TyNN TWOINN NOWwHD - -
v Y

/ 9PNN MTIN YN 1D RY GUN T152 NP INOY MYTIN NNPN SWNDNYNY PXND INT PI0N -
NN TIVNN NOIWNA NRIYN YV NTHN IWINY TWUN OINITIN-ITINDD NN 190N 1999 IRIY

MYPN DI TNKD TIWONN NOIYNI VNN JPINA TYND YW NNV / NYPNN VIS
43
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191 NWNY MDY POIND 7PN NIV TD TWOAN NIWNY NYI) MIRYIN NITIN IWINY POon -
TNPN IRYIN YITN MMV NPXNN THND .,MMIYID MAND

Y)Y ¥ ,MIPON TN DAPNNY INWYID VOP NYIIN TN NN NHYNN NMIVIN 1Y NIPRa -
2 DNV TWR DN DIPVI VOPN DT NN

VINIT IWANY PADN ,NIIWNN DY NIV 223 DY Y I8IPA YINDYD TN NOIWN HY MMWIM TRl -
PPN NP ATV NP IT YIT TV INRD /D991 RPNY 91D NP 12V 13N TYN DY NN
MYTA MNIYY 12 110 KDY

.3.16.18.14
.0»vaIN SQL »0awn oY > 5y Pid KXY, ONMN DOINN MWL -
.DMIMN DY02 MNDIVY NPY DY M T SQL-1 vidow Ny RO poon - -
DXPYNN P2 YN 12YN .3.16.18.15
VINID IN TWAND INTY PODN ,MDIWN 190N HY DPYNN P YN DY NIaYN NYNINN 1av NIpna -
: NN MW
DNNYY IWUN ,WNIND TN hand shake mysnNa NOaApHNN NOIWNN DIV NNV NIOIWHN MNTIN - -
DVTY YT OV NN TIND NOAPNN NN PIRNDN PYNNN NN DN GPIN 12 MIVIND NN
YIDW NIIN TNXY NYAPNN NIIWNN T DY NHDINNND NN INIVWN NIIWNN I DY YDRN IdNIN -
19IN2 72y WX hash 10 NYIPH NVIY MYSHNI YNINNY NDPNNN DY .INIIYN I YNN
N5APNN NOIWNN O NVAINN
NN PANNY ¥ 0N YR TN TWNR YT 1N MDIWHNN P2 120N YO 10 Y RN Masn -
NANM — 3.16.14.7 PYDI MY>NNN MYOITY DNNN YTIN
.DOVIP NN — 3.16.14.1 PYDI MPYNNN MYITY DNNNA YR MION - -
VNN TN DY 1ANNY YTINN DY NIRDIY NPNY IWANRS PIDN ,TINIPD-N 1IN YD N1ayvna - -
TN YN T HY W YN DY NDMT
NDWD DN NIPY 1IN NNV YNNIV NIPNI OTIP A8NY NN IWIND AW roll-back yoan -
NPDVLPIIIN MAPNN 299 NN .3.16.18.16

VPN APOVIMNTIN NPDYVPIIANT MAPNNN DI DY TTNNND PaoN Y -
19TYNND PODN DY 1T NDIWAY T2YN VN NPIWIL MVNAND MYITIN NNNN OITT MOPNN NPV -
:N2N o2 OWASP TOP 10 vp»n91 mymnn jv d90 MywTh mapnn >y
N 970 INTOY https: //7www.owasp.org/index.php/Category: OWASP_Top_Ten_Project

.ONNNA NN TP

YN TN NN HAPNNN VPN JPON .NIIYNI NDAPY WITIN VPN NN PXIND PODN Y -
NN TIVN NPNYN

MNI2N TIVN NPNVN NN MM PpYNnn 1o . WSDL opwnn mmno yaxy paon by -

nnNs TP .3.16.18.17

D910 113 RW T PIXY PADN DY .NPNTY TP MNP TIPNY RTND PAaON Yy -

R PININY RTNY PADN DY .1INIIN TIVND IDINN PINSN NI XD NI WATIV DN DD -
U 191N Y5 NHAPY VITVIRN NYIY DIVNNYN NN

: DNVIAN MPrT2 .3.16.18.18
S P PO .3.16.18.18.1
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JPTIY NN NMIYNNINL PADN YT DY PTIY NN NP -
.RYNA NVONN NYAPY DXNIPD MY MINIIAN TIVAD WY NPPTIN MIRNIN - -
PN TNN WY VITNN MINIIAN TIVD PNININ TP XYY NPOYY DD \pno poon oy -

NN TIVN DV YN NNLARY NPNYN NYRI THMN PIND TIPAVIDdY -
: DYPYNN NPYT1 .3.16.18.18.2

WSDL : 993719 =) T8 N0 PN P2 pYnn D aND paon vy -
DPYTAD PYNN NN MINMIAN TIVND PAYND PION DY -

NIPNY WY DDNT MINIIN TIVN PYNNI NYDOY MY YD ypnY poondy -
PT npr1a .3.16.18.19
: DNAIN NIV PTIN NOIWNN .3.16.18.19.1

INIAN TIVN DY TV NOIYHN MYSNNI YSINN )NINAD NPDVPIYON NPT -

NN TIVNOT DY YNIND THITIVD DD PO NPT -
NPNT WY VNN MINIIN TIVN PNINA NINMY NP 9 JpnD pavn by

Mo n2020.3.16.19
: DYNAN DN9INA PINSN TP IN NN Yo pavn .3.16.19.1.1

INON TNND TV NA0 OPIN M3 NIPNI -MINAIIN TIvHna -

DV YITH DTN WIDID PADN DY .DON DOVID MYNNNI NYNINND MNIAN TIWHRON PN I -
2NN TNND 05N

:NIN Y9INA NV PADN DY MY MIPHna—paon N .3.16.19.1.2

Firewall myxnxa pn10n nwan paon Y mavn mnvi MdIynn 719N paovn avnn nvy - -
N7VNI MINIAN TIVH DY DY 12 NPNPY DOPINM Firewall -0 17180 ,0°901) NNLIAN SYSNNY
PR3N NYAY DTN 2991 N2YINN 1999 NYAD YN NNVIAR YY NNM2) NN NVIND

STNNN AN TN 1IN OV YT T3 NIWNI YITYNNN DII-OVIN Y INY PION AWNND -

DYTOLIN MDTY VINDIPN OY YNN NNVIN MNDTY J92 qUIV 1PN NI PADN avNn -
L0ITOPINNN K2V IDIPH NIVH IYXID VNDPINDI

Active Directory Y¥ 1100 MYSNNI NNDYDY WHNWN MY PN DXIAVNND NYIHn - -

PNRIAN DY YTRN DNVIAN NNNM 7Y IITTIN NPTID NINKN HY NN PADN YT DS -

NPLIN NNNY OWINN DXPINN DY VIS ,5902 NPTHN PPN DY TINY MNYY W Paon -
1995 PIWNN DXAYNNT PIND DVINND DOPINM ,YTNN MNINRND HY INNN NIPM 1981 N/NOYNN
PN OXPIND NYOATL TYD 1IN HY VIPIY NONN XIN DN NNNN TN NN INYINA VI YNNI
PV INND

NYINN X9 1M DINONA N YN NNVIAXR MNP Y8ID MITN NN INNYY IMY MINIIN TV -
YPYN NN WD KDY YTNN NNVIAXR NN AR DY YT MNPYIAN , DTN

SV YTNRN NNVIAN NNNND PTHN NN INNT NINN NOPNN N DI NPTN PO INVIAR PR DD -
PRYIN DY NORTY NPIVINT NPINTNOV PINDY PHIND

DYTAYIND YUY TY NMIOKR SPTAN 197 NIV NVYP NNIPY YD YATI - DXTNY IO NN -
.D”INT N DWIP DITAIWD Yapnny

o192 POX DXAYN) DX TNVNY YN NPTID DY NPNRYY MUYITN NN PIDN 1Y NPDYN YNIN2 -
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ANV T 95 YR MIYY NNN NNV VTN YAPY T2V INVYYPN PHND ,MIYPNNN NMPN
YT DY AWINOY ,DOMTPY INM OONNON DNIIAPY DIPOD NPT YN 29 DY NI dNNN O -
Rpalialy]
Yy nnvaxr Mmp>7a2.3.16.20
(Penetration Tests) YOIN/MTN Y915 Y10 NNVIN MPITAD NIIWNN Y27 YD NN THNY PN N
WXIAY MPTN MPI1T NP IPO M TIVNN N1 Y oM N1y (Code Review) 1ip 1pon
STIVNRN MWATY DNNNA DOM Y8 I8N0

NN NRAPD INRD ,0XININD NN NPON NPYTA DD DY WNIAN Y PN NNVIN MPrTa al

NN Y829 7792 TIWNY N9 W . TIWNN MPNNI ,PaDN NIYN H¥ NPINKI NN MPTNN NP>Ta 2
I PNND DANINN NM9Y NNIPY TIVHN YT DY YaP»W 295 TYINI WM MP>Tan .Ap>Tan
99y NINN INA NEM OTP 7 NYON MDD YSINN NPITIN INYON M N TIVHN 1Y) N2 N

TIWNRN NYap

DY DY Y TIVNT INN .APYTAN INNNMD NYT DX TIVND MO PADN NP> Tan DPO INKD T
LONNNA NPT NNT IN TUR YITIA NTOIY JOR NIIWNN 2D RTND NIDN NPT Y8 52PN

NPT NNAT YATH YD 9D 1N PADM TIVNN T DY Y8IM TiPN PO N

12 192YPY NPNINY DXNNAY DMMPOD /DIRNNINN Y52 DALY 2NNN PIDN : MPITIN ININNI IV R
SPNND TPOY NYOIN NP TN WITIN U 1PN TIvNnn > Yy

YTRY DN L(NPINN YW NTD2) APINND NPN NPINND NP , 0PN NNPN ToNNI R
TPTN MP>T2 991D, TIVNRN XDNN YR NNVIAN XD 12T YR NNVIN DY NNNNN MYT D2
L1199 DY TN N2 DOV YN NNVIN MXI DD OPP YIINY PADN DY .OPNNPN TIP MIPDI JOIN

Y D53 OMPION DO NPIM YTNIN NNVAN YIPN DI NIIWNNN NIDN 991D
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Sy vmn 4

(S) orpnan—obys 4.1

95 DY 9NN YNNN DY NRDNN INPINN DX D110V U3 DY 1T 19190 NIWI DPNIN YINIID MYOITI IR PN Y P9
N NNY HVLINDY OINN

: DYNIN DXADYY 71N P2, MONMNN TIN IV VPN DI IJIN IR PINY wspN by 4.1.1

DR NTIAY DYNN ANy M 4.1.1.1

MNNNNN JPONI MY D TINY,NYXIND NNNOVOHL DXRMPN NTIAYN YPDNN YINMN I/MN PN M 4.1.1.2
.DVITIN DM

STIWNRN T DY VN9 IPIN THDN NYOINT ,NINRN WINNOT DY VNN PN THon MdN 4.1.1.3

LPON VPNION D197 1T NP YD WITY . TIVHN YT DY Ya1IN 13 NHXRNNY 930 ,MMa MyNnNa »won noxnn 4.1.1.4
AV DMPYN DY MINDHN MP>T2 MM

(2yws NP»IvY>13) Qultero n1an Yw FOX by mooian ymny ,nuvwn moaynnn oonn naon 4.1.1.5

STIWNN T DY NDAP YPTANY NN WNNN T DY nonH pTan 4.1.1.6

UITIV DD, MDD / 1220 MPpNM nnpn oY 4.1.1.7

Twn 4.1.1.8

ynom Mot 4.1.1.9

pnnm nomn o omyw 4.1.1.10

0229991 0N 4.2
(D 19unn oyon myyavnm 4.2.1
TIVNN P2 WP ORINN NP MDOYAN HIN .1190N NIYI DINPYN NPADND 1NYLN 513N 130> MNIIAN TIVN
N9IYNN NYRLM NNPN VPPN TIND NTIAY OIN) NITHIND D1, TI) DMOYI MYPI ,MONWYY MIVN ,NONN WNND
(S) mawn nbapy ysnn  4.2.2
: DYN2Y DNRNNA ,PMTIR DY DM 000 G wspn 4.2.2.1

NAYL) MAYPNN YOIN PNTVPIN INYT NIIND ,INIT MOYNY NAIND MO NIND) MNOD ,Wwspin ovw 4.2.2.1.1
MWW 995 DPO T NAYL N

(1197, T9MPY DTN 701 7/ NNNY Y01 7 9.N) YINNN TIRN MY on 4.2.2.1.2
NN /v mnpy 4.2.2.1.3

MIYPAN OVIN MIIND N3 190 PIYY Wwp wNow 4.2.2.1.4

I8N IIN N DTN L(DY/DMP DN) D/YNINN 0/A0N /)80 wp 4.2.2.1.5

MmN ,0W) D¥Y DOVI9Y DNNNA ,DIYY DX ,NT 1191 PRIYD MIVHD MYIP MTIN DY DD 009 I8 wsnpn 4.2.2.2
1% 19992 MIWNN YR HY OMIATNYN 1IN NN 197,(11D) )T /01N, MIYpPNN Y0I19)

Y Y902, NYNINN NTIAYN NN ORNNA DXNIVPYN INHNY TOMNN OINNPHN INSN MTIN DOV I8 wsnn 4.2.2.3
Y0V MDY DINNY THVIND NN

YRIN OV 14 DY ORIND JTON .INSN OVIND TAN DD PONNY wpad o Tiwnn ,MINK 29w 551y n»otn nya 4.2.2.4

NN YIN NAONN DIV
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TN
NINMA

TP MNINNY,TIVHN 7Y WITIYW 523 50319910 DINN DIXYY TIVHN MY TRyNd 1»NNNY N1 wsnd 4.2.2.5

STIWNN MY YITHOY PPN 535 NIWN PPN DY THVIN PADY 191 ,0P21791 N TONNI DYDY DYIN

DY YT NOIYH NYNRLN VPN DINPIL NPD) NN ,INYVNI YXIAN VPN DN NIY G0N VY paon vy 4.2.2.6

(121 DY ,MPIN ND ,)NINN DIND) NPLINTN MAINN 9PN

(S) 998190 YW MO PMm

$ VPO IPIND YNNI DOXAN DOVNIN VI WNNN

PP ANV 1300 ,NYNNN NYHIN PVIVNN MY Yv nnpnn mv 4.3.1.1

Mp mno 4.3.1.2

.17 39902 YITY NYT MY NN onw aon 4.3.1.3

DMV —ONIVHNND INNI,NT 11902 YITD DT MY \NNn1 oNv 19on 4.3.1.4

0992 XIND MINIAN TN HHII MNIAN TN ,NT 39902 WITID N1NYT MY N2 onw 1eon 4.3.1.5

I8N T DY INW TUN DT TN YNNI NN DDA DY NNV DY DIOYT DmY» VY 4.3.1.6

D/ MTIN D) DY DXVNNN DIVNIN VI WNNIN DY ,05/I8IN2 YINOPY NAYWN NYNNM 935

43.2

L

4.3

(S) yomn amn Sy norve 4.4

AN VPNIAN GPINY MONMNN TIN,NT 9900 DINT DIXVPNINL NPD) VI YN

(Syoomimy 45

IVPNN D501 DY DYTTNN NYINN INND PIYIND OTPN2 NIIWNN DX DOY9ND 1INYN TIWNN
N2V NIM DWW NIV, NNPND YNIN DINT MD PIDY W8N DY

D25V )95 NPIIN NOIYNN NYRVM NNPN VP Y2559 DI HY VNN DNNPT MY YN ,DODNN DY NINNN DY
DYV NTHRYM MNTRNNN INN IPYNRD DI NI TIWNN YT DY TWINY ORI MY . T1T 2N

PNNY PPN OYLH VPNION DN HY XM N2 NN NY . MNTPNNN INK APYNY DNIPT I ,NNPN TN
DY NI DYDY NIPNN MDY YNNI

ND DN MDA NTHY IN .IND WINN DY #IDIN PH2 DIP” DP0NY VIYNND TIVNY TWIRN DN NMZH NN
VNNY ST PAD TYY DI VIPY NN WNNNY ORINY NN YNHPN NHYNRI NOY NNINIY DTN NIIND 2WNdN
N5 DYDY ©9IYYN DIPINN MYNINT DY TN TIVND T 191,313 1IN

DN MNP NNINOYNIN 2 935 INPNN MOYN 3% SW 9PNa PN NN )2 DIPN

,1T 1902 ININY MYITY 0N ,NOIYNI YIDIYW DD IN MNP DIV NIDN NN PHRIND PIRN NN 7PN
NY2 YR DIDPY PNNRN 29 DY QRN YT DY NINTHINY NHRNND NPAPN NWIR DY 7P YXIW NN Yy DYwnn
.IDYAN
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NI 2OWO MNTPNN THND TIVNN DYV MPPYSN DN NN AN WINT IOV YD DYD 457

PoNN DYYNY NWIR DINNN ,TIVNN OYLNI VP9 DN T DY NN WNNN T DY TITD 1IN NHHYN
LOPMI91 MNTPNNN HINND OXNNA MOYN DY YONN

oYwno 7YTn NaN 4.5.7.1
20% - PNINON Y VNAN AN : 1 T.N

49

30% -7292 MNKNN DY 1NN MPNN : 2 T.X
20% DNTIPN NIIYNHNN DN NIADN : 3 T.X

20% - MNP NNPOYN INND NN PN 3 1.8

10% - 1YIN9N NN NYaP MP>Ta: 4 T.X

: DP9 PN TNRD DININM DIWINN ,NTIAYN PONNVIVo YNy 4.5.8
99N man A5V\P5nn 'on

(0PN DNDN NMYOR | VPNV TPIND INN N2 NN NN nena | .1
TV 0N, M0LN [ TV MV, mMon nn pon
DT OXTY ,NNOPYLIDINR |, DY AR, NNOPYIIIN UM
T INDNN TN

VPN NYNN DIV NN M) N3

YT DI DMOPVIIIN NN [ PINNT NNVPYIIIN DN PYHIN NMOPYOIN | .2
NPNZNOY [ XDVPYAR  NON MNN PN NVIN)
9NN PN WIDIND ORIV
IND VNN NNVPVLIIIN VIVIVY
YN DNVIXR PYNY VPVIIR DN
nrnYM

YNHNBN,MYITN TN NYIX | 29 DY AN NYHOLND MYITH NN DY NYNVLN ON | .3
DODI MY O DYV TINN 1TO

N2N NN [ YN Yy mooan AvONN NYIAp [ TN YLD NON | .4
TN NMIPaM

' " wnoy  o9ynnn 999)
(MAaTN2

MP>T2 2NN YN NN | IR TN NN YO0 YT PN rmmpnn | .5
manan

PN TINAY PIDN NN | DITIN DY NMIVID MPITI NPINN NION nYon M1 | .6
NTYY NYIN>Y
(790N NYINNI)
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98N

mon

Aow\Pon

on

NN NYYY

DN NVINN YaP> MNMAN TIVN
nONNY  ANIMN NN PNND MYYY
NION OYOY  PNHNY N ,NTAY

[mRARNRRID]

MNNG NN NMYY

PV TNV POD MWK

nTaYY

mMoTyNn 2 MMYYP MINIIN TIvNa
.NTINRY 9D

mMoIWNNN 0NN NION YNID W
mvn

WX DILVLD Y95 DIVHNYN NN
mMIAD NN ,MONDN NN ,DNPN
M TIY MTOM

MM, NTNIY

1ANPIYIIRY NND ,NIYINN NYNINND

PADN DY TN Yapn NAoNN NOW
IN2OY

0>)N) N2ON

.8

MNUYIN

M1 MY SNy Mpd
GINY mnd)
NONTY NPHVLIPT NPNINOV

TIWVNN

(MNI2N TIVN SV

VI TINN PINY 172N NPINNA
MP 1A NN YY)

MPON YNIN MP>TAN DX NN PAON
mopn

N3P Mp>1a

.9

EARIAD mon MNYIN

9721357y NYNLVLIM

P2 1 25V DY PNRD YYD DIV
MO YUY ONRMN  PATH Papn
T DY MDD D MO .DOWHNYN
WOY  NOWNN DY NON  Dyand

NI DMNMVID ,DMOYIN

NYNLM NIITN

NN’ DYDY PADN NYIN

SY MYITIN PYNY 10TV POYn ON
29TV HY MO MYINT MINMIIN TIVN
MMON NX YN PADN AN IN THN

UITN

DTN NANIM MM
T2y MION 19y

PN NTIDNY PADN NN
NTIAYO

Sy 995 NMHLIY MPITA NN NN
NYIN>Y
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NP0N MPr71
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98N mon ASW\PHnn on

TN [ 1IVI9 NIDIN POIY AN NPINKRA noap Mmp>1a | .13

P12 1915 Y95
MYITY N ITIDNY Mph MPTINI 175000

PN TIVNN M) [ MNP YN MPrTaN IR N PIDN
NONTY NPYVLIPT NPNTNOV mopn
(MNIIN TIVN DY

TINN NN [ DY TN PNND MDY NN P> PION | MM PIND Mdy | .14
97213 DYLH VLPNIAN I I¥MY MLV

(qVIV19INDY NPYNY)

IPRAM MOPNANPY | MOPNI PV M) NIN 97y [ MADINN NN | .15
4.7 PYvIY NPRNM NPNNM

(Hhhyn 4.6

MpPYY oY oawn  4.6.1

NYYIN TNXY DOWITIN DMNIIA0 DYDY ,MDINN ,NININD 2227 NN 1N TWUN ,TNINIV NNVPYLIIIN Taon 4.6.1.1
VI PN

NDIYN VIO MY DMANT DXTPANN IOY2 ON0N TAX 3D No71TN dNnon  4.6.1.2
.MIPYN HENIYRIAY NPITNNM 2IYONN MY NN D TyNHNN 0onon 4.6.1.3
;990 Npnnn n 4.6.1.4

Web-n ynn , N8P nINM DMWY ,NYY9N NN MINDIN DIV PSP Wwon - 4.6.1.4.1
OV TPINDIO0 U IN (TNNN NTIT)

oMY On 4.6.1.4.2

oY) 90 o/mn dvw APL& SDK 4.6.1.4.3

DYDN DM NWIYY TY NYNIAY MDY DI DY 191D TIWNID 10N ,NIDIND NN TN DHIN LYY, TWwNN N 4.6.2
.DY09TIN DXPMYA 1) NITY-NA NPV TN 123 5Y 70N TIWNN .MDYAN

(S) nnnm namn ,mv 4.7
manNn nopn 4.7.1

559 19) (93 NTIPY NMIND TIVNHN WO DMX NIV MIND 299) NOIWNN Y2570 TN 99D YN NPINKRD NNPN
SIND YDYN YA MIVO TPNIN,NONN WS YT DY NNIDY DWW

LINAN MDIYON MPWA SNNPN DTN M TP T9vnNn muay  4.7.2
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.17:00 - 08:00 Mywn y2'N-/NDM> e

.13:00 —08:00 Mywn PN 2 N DY e

T2 NYYI AWIND NYDI NYYY 017N 121N ITIAYN MYYS HINKD MNP 9N2Y 7o Tna =

7*24 NN MOINNN TINNA INNNY WSNNYY e

NTI2Y NIVAND TR YHNWAY 1IN PN NI NIMIRNN 121 NN NN NOPN e

AYNN TIPON2 NOXNTIPI NYI9T NIMDINNND THINPI NIMN NN NOPN e

TPAYNN TIPON2 DPMYHWYN DY NIMVINNND DM NIMN NN OPN e

NP D PIKY YN PNYNN TIPON NIAMI NPT NMANNND PVMIP NIDIN NPT NOPN @

Y NN NN NNAVNIY NOPN DIV T ORI MPYN 1NN > DY NYaP) NYPNN DY NIINN

TPVMIP NYPN NN ,MNIIBN N TIPANT NYN NPN TN, NTTIA NS

$N2N VIVAY ORNND ,INVITVA 1IIRY MIPN VINY ,NYPN Y3 1PNY AN Nonn wsnn  4.7.3

¥

1990 192 MY 19T YINM MANNN NYPH NN N4
2¥ 50IM2IN INNRN NN TIVNHN DX YTON 192NN N22P Y20 D1PNYY TIN 90N NONNN MOIP 1
DY PN MY WP PN MOPRN NVAP | .NYPNN PPINY TY QNI D190) ,INMIPN ATPAWUn NPT A
D9PNN PNINGT TY PRIV 295 NN IR TIVN ' Rl
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